Cyber Security and
Risk GAP Analysis
Identify your greatest cyber security
risks. Prioritise your remedial actions.
Do you need to:
• Identify the organisation’s
cyber security risks?
• Improve cyber security
maturity?
• Achieve GDPR Compliance?
• Utilise established
frameworks to focus your
attention and budget?

Why the GAP Analysis is so
important?

How does it work?

A cyber security gap analysis
determines the differences between
the current and ideal state of
information security within your
organisation. It utilises exisiting
frameworks and controls to provide
a clear path to meeting cyber security best practice in the most efficient
way possible.

Spector conducts a workshop with
the relevant employees in the
organisation and covers a wide
variety of cyber security-related
components, controls and
procedures. We also touch upon the
organisation’s business imperatives,
as well as the security challenges
employees themselves feel that they
have at work. We then identify the
framework and controls required to
develop your Cyber Risk analysis.
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Reporting and
Recommendations
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Schedule and Duration
The duration of a standard gap analysis varies, depending on the nature of your
business and IT setup. But typically, it takes 2-5 days to complete, including two
workshop sessions, plus processing of responses and report.
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What it delivers:
•

GAP Analysis report with overall results

•

Priortised risk assessment with recommendations based on the NIST Security
Framework and 20 key control areas.

•

Remediation project outline with core recommendations and timelines.

•

Suggestions for ongoing cyber risk and compliance management.
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Protect
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Risk Levels:
Critical
•

Document a complete Asset Register

•

Documented the Companies Business Continuity Plan

High
•

Provide Cyber Security Training for all employees and contractors were applicable

•

Enable encryption to data were applicable

•

Enable Multi Factor Authentication (MFA) and Single Sign On (SSO) were possible

(+) Medium and Low Risks
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Spector in Brief
• Fully Irish Owned Company
Providing Cyber Security and Risk
Management Services Since 2007.

• Managing Cyber Risk and
Compliance for over thirty
companies in Ireland and the UK.

• Cyber Essentials Authorised
Auditor.

• Central Bank Guidance on IT and
Cyber Security.

• ISO 27001 certified and lead
auditor.

• IT Security Provider to the SME
sector.

From our clients
“Spector understood exactly what our company was trying to achieve and the
requirements we had from the outset. They formulated a plan to deliver the best solution
possible which was executed both professionally and seamlessly. The level of knowledge
and expertise that Spector possess allowed us to feel reassured that we were in safe
hands.
The finished solution met our requirements perfectly with a safe and secure IT
infrastructure which allows us to do what we do best, Look after our customers.”
- Andrew Duff, Senior Communications Engineer at BP Multipage
"Spector understood our needs from the very start. They formulated a detailed plan and
executed it seamlessly. We now have an up to date, integrated, reliable and secure
system that far exceeded our expectations“
- Jim Toal, CEO at Fairco

For more information, contact us at +353 1 664 4190 or at info@spector.ie

